
Connectivity Requirements

Connectivity Options

• Wi-Fi

– 802.11 B&G, supports encryptions WEP, WPA, WPA2 using pass keys; Supports hidden and non-hidden SSIDs

• Ethernet 

• Cell Modem Compatible  (but not included)

Enable Traffic on Ports

• 8883 (Secure MQTT – IoT Data/Telemetry Transport)

• 80, 443 (HTTP, HTTPS – Digital Content Management)

• 123 (NTP – network time )

White-listing Info Needs

• marmonim.com (production server)

• www.marmonim.com (an alias to marmonim.com)

• a1u0ne27rnnqid.iot.us-east-1.amazonaws.com (production endpoint for us-east-1 region)

• *.channelvalet.com (CDN)

• *.rackcdn.com (CDN)

• Prod.corneliusdms.com (OTA Updates)

• .ubuntu.pool.ntp.org, ntp.ubuntu.com  (Time Server)
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